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1. Introduction to Wireless Communication interconnected devices Gupta, S., et at 2021). These protocols
dictate how devices communicate, exchange data, and manage
Protocols for 10T Networks

i ) . network resources, ensuring seamless connectivity and
The rapid evolution of the Internet of Things (loT) has

Al R . . interoperability. The choice of protocols significantly impacts the
revolutionized various industries, from healthcare to agriculture, by performance, scalability, security, and energy efficiency of loT

connecting devices and enabling data-driven decision-making. deployments (Michalski, A., et at 2021). The evolution of loT

Central _to . the functioning_ of !9T networks are  wireless protocols has been driven by the need for low-power, low-latency
communl_catlon protocols, V\_/h|Ch facilitate seamless data exchange communication, scalability, and robustness in dynamic network
between interconnected devices (Alhasanat, M., et at 2020). These environments (Mili‘c, D.C., et al 2020). Early protocols such as

protocols have undergone significant advancements to meet the Bluetooth, Zigbee, and Wi-Fi laid the groundwork for loT

growing demands of loT applications, including real-time connectivity but faced challenges in terms of range, power

monitoring, predictive analytics, and agtomation (B_ay‘lml’s’ C.et consumption, and network congestion. Subsequent protocols like
at 2022). 1oT networks encompass a wide range of interconnected MQTT, CoAP, and LoRaWAN addressed these limitations
devices, sensors, actuators, and systems that communicate and

collaborate to perform specific tasks or provide valuable insights V.C., et al 2021). This comprehensive survey aims to analyze the
(Dominguez-Bolafio, T., et at 2022). These networks often operate advancements and trends in wireless communication protocols for

in diversg environments, from _smart horpes and indu_strial settings 10T networks (Sadeghi-Niaraki, A. et al 2023). By reviewing
to urban infrastructures and agricultural fields (Gerodimos, A., et at existing literature, standards, and industry practices, the survey

?023)' The Scope Of loT networlfs continues tc_) _e>_<pa_nd W_ith the seeks to identify key protocols, their features, performance metrics,
integration of emerging technologies such as artificial intelligence, and deployment scenarios. Furthermore, the survey aims to
edge computing, and 5G connectivity (Goulart, A., et at 2022). highlight challenges, opportunities, and future directions in the

Wireless communication protocols serve as the foundation of loT field of 10T communication protocols (Verma, D., et al 2022). The
networks, enabling reliable and efficient data transmission among paper is structured as follows: Section 2 provides an overview of

offering optimized solutions for specific 10T use cases (Pujol,
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existing wireless communication protocols for 10T networks,
including their characteristics and capabilities (Wytr, ebowicz, J., et
al 2021). Section 3 discusses the evolution and development of 10T
protocols, highlighting key advancements and emerging trends.
Section 4 presents the methodology used for conducting the
survey, including data collection, analysis, and evaluation criteria
(zZhang, T., et al 2021). Section 5 presents a comprehensive
analysis of the surveyed protocols, comparing their strengths,
weaknesses, and suitability for different 10T applications. Finally,
Section 6 summarizes the findings, discusses implications for
future research, and provides recommendations for IloT
practitioners and stakeholders (Zhang, Y., et al 2023).

2. Historical Overview of Wireless

Communication Protocols
The historical Overview provides a chronological account of the
evolution and development of wireless communication protocols,
particularly focusing on those relevant to loT (Internet of Things)
networks (Singh, R., et al 2023). The initial protocols that paved
the way for modern wireless communication technologies.
Discusses the use of infrared technology for short-range wireless
communication, often used in remote controls and early data
transfer applications. Explores the introduction of Bluetooth as a
wireless communication protocol for connecting devices over short
distances, facilitating data exchange and device control. Highlights
Zigbee, a low-power, low-data-rate wireless protocol designed for
10T applications, along with the IEEE 802.15.4 standard, which
forms the basis for Zigbee and other similar protocols. Examines
the emergence of Wi-Fi technology and the IEEE 802.11 standard,
which revolutionized wireless communication by enabling high-
speed data transfer over local area networks (LANS). This focuses
on the developments and enhancements made to wireless protocols
to better suit the requirements of IoT networks. Discusses the
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introduction of Bluetooth Low Energy as a power-efficient variant
of Bluetooth, ideal for 10T devices that require long battery life and
intermittent data transmission. Explores Thread, a wireless
protocol designed specifically for 10T applications, emphasizing
reliability, security, and scalability for smart home and industrial
10T deployments. Examines Z-Wave as a wireless communication
protocol optimized for home automation and loT devices, known
for its low-power consumption and robust mesh networking
capabilities. Discusses NFC technology, which enables short-range
communication between devices for contactless payments, data
transfer, and device pairing, particularly prevalent in mobile
devices and loT applications. Each contributes to understanding
the evolution of wireless communication protocols from their early
stages to their current advancements, highlighting key features,
applications, and implications for 10T networks (Manowska, A., et
al 2023). The study follows the structure depicted in Figure 1,
beginning with an overview of 10T, including its definition and
fundamental building elements in 2 (Nikolov, N. et al 2020). It
then delves into the investigation of loT system architecture and
stack in 3. Moving forward, it explores different application layer
protocols in 4, while infrastructural protocols encompassing
wireless, wired, and hybrid communication technologies are
discussed in 5 (Sun, L., et al 2021). In 6, there's a comparison of
industrial loT-compliant devices across various protocols. 7
discusses simulation tools utilized in loT and Wireless Sensor
Networks (WSNs). The study summarizes the current challenges
and open issues confronting loT in 8. 9 introduces state-of-the-art
technologies that could be integrated into the loT paradigm to
address challenges in the 6G era. The study provides a discussion
of its findings, including forward-looking insights in 10. Lastly, the
conclusions drawn from this work are presented in 11 (Hofer-
Schmitz, K., et al 2020).
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Figure 1: Internet of Things: A Comprehensive Overview on Protocols, Architectures, Technologies, Simulation Tools, and Future Directions

3. Recent Advancements in Wireless Communication Protocols

The Recent Advancements in Wireless Communication Protocols focuses on the latest developments and improvements in wireless
communication protocols, particularly those relevant to 10T (Internet of Things) networks (Adi, P. D. P., et al 2021). This part discusses the
enhancements introduced in the Bluetooth Low Energy (BLE) protocol with version 5.2. It may cover improvements in data transfer rates, range,
power efficiency, and support for loT-specific features such as long-range communication and increased broadcasting capacity (Gavra, V. D., et
al 2020). This delves into the advancements brought by Wi-Fi 6 (802.11ax) in wireless communication. It may include discussions on increased
data throughput, reduced latency, improved network efficiency in crowded environments, support for 10T device connectivity, and enhanced
security features (Qadri, Y. A., et al 2022). This part covers recent advancements in the LoRaWAN (Long Range Wide Area Network) protocol,
which is known for its long-range capabilities and low-power consumption. It may discuss updates in protocol specifications, improvements in
scalability, better support for mobility and roaming, and advancements in security mechanisms (Deng, C., et al 2020). It focuses on the
advancements made in 5G NR, the next-generation cellular network technology. It may include discussions on higher data speeds, ultra-low
latency, massive device connectivity for 10T applications, network slicing for customized services, and improved energy efficiency (Alkama, L.,
et al 2021). Here, recent advancements in NB-I1oT and LTE-M, cellular technologies optimized for 10T devices, are explored. This could include
discussions on improved coverage and penetration, enhanced data rates, better support for massive 10T deployments, and advancements in

power-saving modes (Musaddiq, A., et al 2020) (Zhao, L., et al 2020).
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Figure 2: Recent Advances, Future Trends, Applications and Challenges of Internet of Underwater Things (IoUT)

4. Emerging Trends in 10T Network

Communication

The Emerging Trends in 10T Network Communication explores the
current and anticipated developments in how loT devices
communicate within networks Hirakawa, R., Okumura, R.,
Mizutani, K., et al 2021). This part delves into the trend of
leveraging edge computing for 10T networks. It may discuss how
edge computing reduces latency by processing data closer to the
source, enhances real-time analytics capabilities, improves data
privacy and security, and enables more efficient use of network
bandwidth (Kashiwagi, Y., et al 2022). Here, the focus is on the
integration of artificial intelligence (Al) and machine learning
(ML) techniques in loT communication. This could include
discussions on using AlI/ML for predictive maintenance, anomaly
detection, optimizing network performance, dynamic resource
allocation, and intelligent data routing (Bansal, S., et al 2022). This
covers the emerging trend of using blockchain technology to
enhance security and trust in 10T networks. It may discuss how
blockchain ensures data integrity, facilitates secure device
authentication and identity management, enables decentralized loT
architectures, and supports auditability and compliance (Bonkra,
A., et al 2021). This part explores the impact of 5G and upcoming
network technologies on loT communication. It may discuss how
5G enables massive device connectivity, ultra-low latency, high
data speeds, network slicing for diverse 10T applications, and the
convergence of cellular and non-cellular 10T technologies (Abdul
Sattar, K., et al 2020). Here, the emerging trend of leveraging
quantum communication principles for 10T networks is discussed.
This could include discussions on quantum key distribution for
secure communication, quantum sensors for enhanced data
collection, and the potential of quantum computing for loT
analytics and optimization (Mahbub, M. et al 2020) (Zare, M., et
al2023).

5. Survey Methodology and Data Collection

The Survey Methodology and Data Collection outlines the
approach used to conduct the survey and gather relevant data.
Here's an explanation of what each could entail. This part describes
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the overall research design adopted for the survey. It may include
details about the survey's purpose, objectives, target audience (such
as loT developers, engineers, researchers, or industry
professionals), and the rationale behind selecting specific wireless
communication protocols for analysis. Here, the focus is on how
data was collected for the survey. This could include a description
of primary data collection methods (such as surveys, interviews, or
experiments) and secondary data sources (such as academic papers,
industry reports, or standards documents) used to gather
information about wireless communication protocols and their
advancements in 10T networks. This discusses the survey
instrument or questionnaire used to collect data from respondents.
It may include details about the survey structure, types of questions
(open-ended, closed-ended, Likert scale, etc.), and how the
questionnaire was designed to capture insights into the
advancements and trends in wireless communication protocols for
10T networks. Here, the sampling strategy employed for selecting
survey participants or data sources is explained. This could include
details about the sample size, sampling techniques (such as random
sampling, stratified sampling, or convenience sampling), and any
criteria used to ensure the representativeness and validity of the
survey data. This part outlines the methods used to analyze the
collected data. It may include quantitative analysis techniques
(such as statistical analysis, trend analysis, or regression analysis)
and qualitative analysis approaches (such as content analysis,
thematic analysis, or coding of open-ended responses) used to
derive insights and draw conclusions from the survey data. Finally,
it discusses any limitations or assumptions associated with the
survey methodology and data collection process. It may address
factors that could impact the reliability or generalizability of the
survey findings, such as sample bias, response rate, data
completeness, or potential sources of error.

6. Comprehensive Analysis of Wireless

Communication Protocols
The Comprehensive Analysis of Wireless Communication
Protocols involves a thorough examination and evaluation of
various wireless communication protocols used in 10T (Internet of
Things) networks (Gomes, E., et al 2021). This part provides an
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overview of the features and characteristics of each wireless
communication protocol included in the analysis. It may cover
aspects such as data transfer rates, range, power consumption,
scalability, security mechanisms, interoperability with other
devices, and support for specific 10T applications. Here, the focus
is on evaluating the performance of each protocol based on
predefined criteria. This could include metrics such as throughput,
latency, packet loss, reliability, energy efficiency, network
congestion handling, and Quality of Service (Qo0S) parameters
relevant to loT deployments. The security aspects of wireless
communication protocols. It may include an assessment of
encryption methods, authentication mechanisms, data integrity
measures, vulnerability to attacks (such as replay attacks, man-in-
the-middle attacks), and overall security posture concerning
confidentiality, integrity, and availability of 10T data. Here, the
scalability and interoperability capabilities of each protocol are
analyzed. This could involve evaluating how well the protocols
handle increasing numbers of connected devices, their ability to

integrate with different 10T platforms and systems, and the ease of
communication across heterogeneous 10T environments. This part
focuses on the energy efficiency of wireless communication
protocols, crucial for 10T devices with limited power resources. It
may include an analysis of power-saving modes, duty cycling
techniques, sleep/wake cycles, and overall energy consumption
patterns across different protocols under varying loT network
loads. Finally, this presents a comparative analysis and
benchmarking of the surveyed protocols. It may include
visualizations such as tables, charts, or graphs to illustrate the
strengths, weaknesses, trade-offs, and performance differences
among the protocols, aiding readers in making informed decisions
for 10T network deployments. By conducting a comprehensive
analysis encompassing protocol features, performance metrics,
security considerations, scalability, interoperability, and energy
efficiency, it provides valuable insights into the suitability and
effectiveness of different wireless communication protocols for
10T applications.

Table 6: Comparison between Data Link Layer Protocols Considering Different Aspects

Communicati = Networ | Frequen = Transmissi Power
on Protocol k Type = cy Band on Range Consump
tion
NFC P2P 13.56MH 10 cm 15 mA
z
6LowPAN Star, 2.4GHz (10-100)m  *
mesh
Bluetooth Star (2.402— upto100m | 15mA
Low Energy 2.481)
(BLE) GHz
Zigbee Star, 2.4GHz, (10-100)m 30 mA
tree 915Mhz,
cluster, = 868Mhz
mesh,
hybrid

Numbe = Application Data Spreadi = Applicab  Referenc
r of S Rate ng le es
Nodes Techniq = Routing
per ue Protocols
Networ
k

2 nodes = Service 106 * NFC (Maman,
initiation kbit/s - includes 2018;
applications, = 424 routing Tewari,
payment, kbit/s features 2020;
and ticketing Singh &
applications, Sood,
P2P data 2020)
transferring

65000 Smart home, = (20, DSSS RPL, (Vasseur,

nodes smart 40, AODV Kim, &
agriculture, 250) Pister,
industrial kbps 2010)
IoT,
structural
monitoring,
healthcare
applications

65535 Mobile 125 FHSS RPL, (Ojani &

nodes phones, Kbps, 6LoWPA = Martinez,
gaming, 1,2) N 2019;
smart homes, = Mbps Ma, et al.,
wearables, 2019;
PCs, Jain, et
security, al., 2020)
proximity,
healthcare,
sports and
fitness,
Industrial,
etc.

65000 Smart home, = 250kb DSSS Zigbee, (Lin &

nodes medical ps RPL, Liu,
monitoring, AODY, 2019;
environment ZBR22, Liu, et
Al sensors, ZBR-M al., 2020;
consumer Xia, et
electronics al., 2020)
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Tablel compares various data link layer protocols used in wireless
communication based on different aspects. Let's break down each
column. This column lists different protocols like NFC,
6LowPAN, Bluetooth Low Energy (BLE), Zigbee, RFID,
LoRaWAN, and Low Power Wi-Fi (WiFi HaLow), each used for
specific wireless communication applications (Alghamdi, 1., et al
2021). Here, the standards associated with each protocol are
mentioned, such as ISO/IEC standards for NFC, IEEE standards
for 6LowPAN, BLE, and Zigbee, and specific standards for
LoRaWAN and Low Power Wi-Fi. It indicates the latest versions
or updates of each protocol along with the year of release.
Describes the type of network each protocol supports, like P2P
(Peer-to-Peer), star, mesh, hybrid, etc (Baek, J., et al 2021).
Specifies the frequency bands used by each protocol for
communication. Indicates the distance over which data can be
transmitted effectively for each protocol. Refers to the power
requirements or consumption associated with each protocol,
usually measured in milliamperes (mA) or microwatts (LA). This
column mentions the maximum number of nodes or devices that
can be connected in a network using each protocol (Chen, J., et al
2021). Lists the various applications or use cases where each
protocol is commonly employed, such as smart home, industrial
10T, healthcare, etc. Specifies the data transfer rates supported by
each protocol, often measured in kilobits per second (kbps) or
megabits per second (Mbps). Describes the spreading technique
used by each protocol, such as Direct Sequence Spread Spectrum
(DSSS), Frequency Hopping Spread Spectrum (FHSS), etc (Zhou,
C., et al 2021). Indicates the routing protocols compatible with
each protocol for data routing and management. Specifies whether
the protocol supports mobility, i.e., the ability to maintain
connectivity while moving. Mentions the cryptographic techniques
or standards used for data security and encryption in each protocol.
Provides references to sources or documents where more detailed
information about each protocol can be found (Qin, P., et al 2022).
This table serves as a comprehensive comparison guide for
understanding the key characteristics and functionalities of
different data link layer protocols used in wireless communication
technologies (Tang, F., et al 2022).

7. Challenges and Limitations of Current

Protocols
The Challenges and Limitations of Current Protocols addresses the
various difficulties and shortcomings that are associated with
existing wireless communication protocols used in 10T (Internet of
Things) networks (Al Ridhawi, I., et al 2022). This part discusses
the security challenges faced by current protocols. It may include
vulnerabilities such as lack of robust encryption, susceptibility to
cyber-attacks, compromised authentication mechanisms, potential
data breaches, and the overall need for enhanced security measures
to protect loT devices and data. Here, the focus is on the scalability
limitations of current protocols. This could involve challenges
related to handling a large number of connected devices, network
congestion under heavy loads, inefficiencies in data routing and
management, and the need for protocols that can seamlessly scale
with growing loT deployments. This addresses interoperability
challenges among different protocols and 10T devices. It may
discuss issues related to protocol fragmentation, lack of
standardized communication interfaces, difficulties in integrating
diverse 10T platforms and systems, and the importance of
promoting interoperable solutions for seamless connectivity. This
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concern into the energy efficiency challenges faced by current
protocols, especially concerning 10T devices with limited battery
life. It may include issues such as high power consumption during
data transmission, inefficient energy management strategies, and
the need for protocols that prioritize energy conservation without
compromising performance. The focus is on challenges related to
latency and real-time communication in IoT networks. This could
involve delays in data transmission, latency-sensitive applications
(such as industrial automation or healthcare monitoring) facing
performance bottlenecks, and the demand for protocols that offer
low-latency communication capabilities. Finally, this addresses
challenges related to standards compliance and protocol
compatibility. It may discuss the lack of universal standards,
fragmented ecosystems leading to interoperability issues,
difficulties in migrating between different protocols, and the
importance of establishing common protocols and frameworks for
loT communication. By identifying and discussing these
challenges and limitations, this provides valuable insights into
areas where current wireless communication protocols for loT
networks may fall short, highlighting areas for improvement and
guiding future research and development efforts in the field.

8. Future Directions and Potential

Innovations
The jornal discusses the anticipated advancements and novel
approaches that could shape the future of wireless communication
protocols for 10T (Internet of Things) networks (Djonov, M., et al
2021). This part explores the potential for next-generation wireless
communication protocols tailored specifically for 10T applications.
It may discuss concepts such as ultra-low latency protocols, high-
throughput protocols for massive data transmission, resilient
protocols for harsh environments, and protocols optimized for edge
computing architectures. Here, the focus is on how artificial
intelligence (Al) and machine learning (ML) technologies can be
integrated into wireless communication protocols. This could
involve predictive analytics for proactive network management,
anomaly detection for cybersecurity, intelligent resource allocation,
and adaptive communication protocols that learn and optimize
based on network conditions. This delves into the potential of
blockchain technology for enhancing loT communication. It may
discuss decentralized communication protocols, secure data
sharing and access control mechanisms, immutable data logs for
auditability, and the role of smart contracts in automating
communication protocols and transactions. Here, the emerging
field of quantum communication for loT networks is explored.
This could include discussions on quantum key distribution for
ultra-secure  communication,  quantum-resistant  encryption
algorithms, quantum sensors for precise data collection, and the
potential impact of quantum computing on 10T communication
protocols. This part discusses how edge computing and fog
networking paradigms are influencing the evolution of wireless
communication protocols. It may include discussions on distributed
communication protocols for edge devices, data processing at the
network edge, improved latency-sensitive communication, and
efficient utilization of edge resources. Finally, this addresses the
importance of standardization efforts and industry collaboration in
driving future innovations in wireless communication protocols for
IoT. It may discuss initiatives aimed at establishing common
protocols, promoting interoperability, addressing security
challenges, and fostering a conducive environment for
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technological advancements. By exploring these future directions
and potential innovations, this provides a roadmap for researchers,
industry professionals, and stakeholders to anticipate and prepare
for the next wave of advancements in wireless communication
protocols for 10T networks (Liu, J., et al 2022).

9. Case Studies and Practical Implementations

The Practical Implementations provides real-world examples and
scenarios where wireless communication protocols have been
applied in 10T (Internet of Things) networks (Ye, N., Yu, J.,, et al
2022). This part presents case studies focusing on the application
of wireless communication protocols in industrial loT
environments. It may include examples of protocols used in
manufacturing automation, predictive maintenance, supply chain
management, asset tracking, and remote monitoring of industrial
equipment. Here, the focus is on case studies related to smart city
initiatives and urban 10T deployments. This could include
examples of protocols used in smart infrastructure (such as smart
grids, smart transportation systems), environmental monitoring,
public safety, waste management, and citizen services. This
discusses case studies highlighting the wuse of wireless
communication protocols in healthcare 10T applications. It may
include examples of protocols used in telemedicine, patient

monitoring, medical device connectivity, health data analytics, and
hospital asset management. This part explores case studies related
to agricultural 10T solutions leveraging wireless communication
protocols. It may include examples of protocols used in precision
agriculture, crop monitoring, livestock tracking, irrigation
management, and smart farming practices. Here, the focus is on
case studies showcasing the use of protocols in smart home
automation and consumer 10T devices. This could include
examples of protocols used in home security systems, smart
thermostats, connected appliances, energy management solutions,
and personalized user experiences. Finally, it presents case studies
that demonstrate cross-industry implementations of wireless
communication protocols in diverse loT applications. It may
include examples of protocols used in multi-domain loT solutions,
innovative use cases that combine different protocols, and
successful deployments that showcase the versatility and
scalability of these protocols. By presenting these case studies and
practical implementations, this provides valuable insights into the
real-world impact and benefits of using wireless communication
protocols in various 10T domains, illustrating how these protocols
contribute to improving efficiency, productivity, and innovation
across different industries and use cases.
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Figure 3: Number of connected 10T devices growing 16% to 16.7 billion globally

The most recent report from IoT Analytics titled "State of l1oT—
Spring 2023" indicates that the worldwide count of loT
connections surged by 18% in 2022, reaching 14.3 billion active
10T endpoints. For 2023, 10T Analytics anticipates another 16%
increase, bringing the global tally of connected 10T devices to 16.7
billion active endpoints. Although the projected growth for 2023 is
slightly lower compared to that of 2022, the trend suggests that loT
device connections will persist in their growth trajectory for
several more years, in Figure 3.

10. Conclusion and Recommendations for Future

Research
Therefore, the research serves as a summary of key findings and
insights derived from the research on wireless communication
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protocols for 10T (Internet of Things) networks. This part provides
a concise summary of the main findings and outcomes of the
research. It may include a recap of the advancements, trends,
challenges, limitations, and case studies discussed throughout the
paper regarding wireless communication protocols in loT
networks. Here, the focus is on highlighting the key insights and
implications drawn from the research findings. This could include
insights into the strengths and weaknesses of different protocols,
their suitability for specific 10T applications, the impact of
emerging trends on protocol development, and the importance of
addressing challenges for future 10T deployments. This discusses
the contributions of the research to the existing body of knowledge
in the field of wireless communication protocols for 10T networks.
It may highlight novel insights, new perspectives, methodological
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advancements, or practical implications that add value to the IoT
research  community.  This  part  provides actionable
recommendations for practitioners, industry professionals, and
stakeholders involved in 10T deployments and protocol selection. It
may include guidance on choosing appropriate protocols based on
application requirements, addressing security and scalability
concerns, optimizing energy efficiency, and leveraging emerging
technologies for enhanced IoT communication. Here, the focus is
on providing recommendations for future research directions and
areas of exploration in the field of wireless communication
protocols for 10T networks. It may include suggestions for further
investigating specific protocol features, conducting comparative
studies, exploring innovative technologies (such as Al, blockchain,
quantum communication), and addressing emerging challenges.
Finally, this offers a conclusive statement summarizing the overall
findings and recommendations. It may emphasize the importance
of ongoing research and development efforts in advancing wireless
communication protocols for 10T networks and achieving the full
potential of 10T technology in various domains. The research paper
provides a comprehensive and forward-looking perspective,
guiding future research endeavors and practical implementations in
the realm of wireless communication protocols for 10T networks.

References

1. Al Ridhawi, I, & Otoum, S. (2022). Supporting next-
generation network management with intelligent moving
devices. IEEE Network, 36(3), 8-15.

2. Aboubakar, M., Kellil, M., Bouabdallah, A., & Roux, P.
(2019, April). Toward intelligent reconfiguration of RPL
networks using supervised learning. In 2019 Wireless Days
(WD) (pp. 1-4). IEEE.

3. Atlam, H. F., Walters, R., & Wills, G. (2018). Internet of
things: state-of-the-art, challenges, applications, and open
issues. International Journal of Intelligent Computing
Research (1JICR), 9(3), 928-938.

4. Anani, W., Ouda, A., & Hamou, A. (2019, May). A survey of
wireless communications for 10T echo-systems. In 2019 IEEE
Canadian Conference of Electrical and Computer
Engineering (CCECE) (pp. 1-6). IEEE.

5. Arvind, S., & Narayanan, V. A. (2019, March). An overview
of security in CoAP: attack and analysis. In2019 5th
international conference on advanced computing &
communication systems (ICACCS) (pp. 655-660). IEEE.

6. Alkama, L., & Bouallouche-Medjkoune, L. (2021). IEEE
802.15. 4 historical revolution versions: A
survey. Computing, 103(1), 99-131.

7. Adi, P. D. P., Sihombing, V., Siregar, V. M. M., Yanris, G. J.,
Sianturi, F. A., Purba, W., ... & Prasetya, D. A. (2021, April).
A performance evaluation of ZigBee mesh communication on
the Internet of Things (loT). In 2021 3rd East Indonesia
Conference on Computer and Information Technology
(EIConCIT) (pp. 7-13). IEEE. https://doi.org/[CrossRef]

8. Sattar, K. A, & Al-Omary, A. (2021). A survey: security
issues in 10T environment and 10T architecture.

9. Alhasanat, M., Althunibat, S., Darabkh, K. A., Alhasanat, A.,
& Alsafasfeh, M. (2020). A physical-layer key distribution

49

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

mechanism for loT networks. Mobile Networks and

Applications, 25, 173-178.

Alhasanat, M., Althunibat, S., Darabkh, K. A., Alhasanat, A.,
& Alsafasfeh, M. (2020). A physical-layer key distribution
mechanism for loT networks. Mobile Networks and
Applications, 25, 173-178.

Alghamdi, 1., Anagnostopoulos, C., & Pezaros, D. P. (2021).
Data quality-aware task offloading in mobile edge computing:
An optimal stopping theory approach. Future Generation
Computer Systems, 117, 462-479.

Burhan, M., Rehman, R. A., Khan, B., & Kim, B. S. (2018).
10T elements, layered architectures and security issues: A
comprehensive survey. sensors, 18(9), 2796.

Baek, J., & Kaddoum, G. (2021). Online partial offloading
and task scheduling in SDN-fog networks with deep recurrent
reinforcement  learning. IEEE  Internet  of  Things
Journal, 9(13), 11578-11589.

Bouaziz, M., Rachedi, A., Belghith, A., Berbineau, M., & Al-
Ahmadi, S. (2019). EMA-RPL: Energy and mobility aware
routing for the Internet of Mobile Things. Future Generation
Computer Systems, 97, 247-258.

Bayilmis, C., Ebleme, M. A., Cavusoglu, U., Kiiciik, K., &
Sevin, A. (2022). A survey on communication protocols and
performance evaluations for Internet of Things. Digital
Communications and Networks, 8(6), 1094-1104.

Bansal, S., & Tomar, V. K. (2022, January). Challenges &
security threats in 10T with solution architectures. In 2022 2nd
International Conference on Power Electronics & loT
Applications in Renewable Energy and its Control
(PARC) (pp. 1-5). IEEE.

Bonkra, A., & Dhiman, P. (2021, December). 10T security
challenges in cloud environment. In 2021 2nd international
conference on computational methods in science &
technology (ICCMST) (pp. 30-34). IEEE.

Hong, Y. G,, Choi, Y. H,, Youn, J. S., Kim, D. K., & Choi, J.
H. (2015). Transmission of IPv6 packets over near field
communication. draft-ietf-6lo-nfc-00.

Cilfone, A., Davoli, L., Belli, L., & Ferrari, G. (2019).
Wireless mesh networking: An loT-oriented perspective
survey on relevant technologies. Future internet, 11(4), 99.

Da Cruz, M. A, Rodrigues, J. J., Sangaiah, A. K., Al-
Muhtadi, J., & Korotaev, V. (2018). Performance evaluation
of loT middleware. Journal of Network and Computer
Applications, 109, 53-65.

Chen, J., Yang, Y., Wang, C., Zhang, H., Qiu, C., & Wang, X.
(2021). Multitask offloading strategy optimization based on
directed acyclic graphs for edge computing. IEEE Internet of
Things Journal, 9(12), 9367-9378.

Colakovi¢, A., & Hadziali¢, M. (2018). Internet of Things
(1oT): A review of enabling technologies, challenges, and
open research issues. Computer networks, 144, 17-39.

Darabkh, K. A., Judeh, M. S., Salameh, H. B., & Althunibat,
S. (2018). Mobility aware and dual phase AODV protocol



Siman Emmanuel; ISAR ] Sci Tech; Vol-2, Iss-5 (May- 2024): 42-51

24.

25.

26.

217.

28.

29.

30.

31.

32.

33.

34.

35.

with adaptive hello messages over vehicular ad hoc
networks. AEU-International Journal of Electronics and
Communications, 94, 277-292.

Darabkh, K. A., Alfawares, M. G., & Althunibat, S. (2019).
MDRMA: Multi-data rate mobility-aware AODV-based
protocol for  flying ad-hoc networks. Vehicular
Communications, 18, 100163.

Deniz, E., & Samet, R. (2018, December). A new model for
secure joining to ZigBee 3.0 networks in the internet of
things. In 2018 International Congress on Big Data, Deep
Learning and Fighting Cyber Terrorism (IBIGDELFT) (pp.
102-106). IEEE.

Dominguez-Bolafio, T., Campos, O., Barral, V., Escudero, C.
J., & Garcia-Naya, J. A. (2022). An overview of loT
architectures, technologies, and existing open-source
projects. Internet of Things, 20, 100626.

Darabkh, K. A., Odetallah, S. M., Al-qudah, Z., & Ala’F, K.
(2018, June). A new density-based relaying protocol for
wireless sensor networks. In 2018 14th International Wireless
Communications & Mobile Computing  Conference
(IWCMC) (pp. 712-717). IEEE.

Deng, C., Fang, X., Han, X., Wang, X., Yan, L., He, R, ... &
Guo, Y. (2020). IEEE 802.11 be Wi-Fi 7: New challenges and
opportunities. IEEE Communications Surveys &
Tutorials, 22(4), 2136-2166.

Duhovnikov, S., Baltaci, A., Gera, D., & Schupke, D. A.
(2019, April). Power consumption analysis of NB-loT
technology for low-power aircraft applications. In 2019 IEEE
5th World Forum on Internet of Things (WF-loT) (pp. 719-
723). IEEE.

Djonov, M., Galabov, M., & Georgieva-Trifonova, T. (2021,
October). Solving 10T Security and Scalability Challenges
with Blockchain. In 2021 5th International Symposium on
Multidisciplinary Studies and Innovative Technologies
(ISMSIT) (pp. 52-56). IEEE.

Gerodimos, A., Maglaras, L., Ferrag, M. A., Ayres, N., &
Kantzavelou, 1. (2023). IoT: Communication protocols and
security threats. Internet of Things and Cyber-Physical
Systems, 3, 1-13.

Goulart, A., Chennamaneni, A., Torre, D., Hur, B., & Al-
Aboosi, F. Y. (2022). On wide-area loT networks, lightweight
security and their applications—a practical
review. Electronics, 11(11), 1762.

Gomes, E., Costa, F., De Rolt, C., Plentz, P., & Dantas, M.
(2021, December). A survey from real-time to near real-time
applications in fog computing environments. In Telecom (Vol.
2, No. 4, pp. 489-517). MDPI.

Gavra, V. D., & Pop, O. A. (2020, October). Usage of ZigBee
and LoRa wireless technologies in 10T systems. In 2020 IEEE
26th International Symposium for Design and Technology in
Electronic Packaging (SIITME) (pp. 221-224). IEEE.

Gupta, S., Gupta, A., & Shankar, G. (2021, October). Cloud
Computing: Services, Deployment Models and Security
Challenges. In 2021 2nd International Conference on Smart

50

36.

37.

38.

39.

40.

41.

42.

43.

44,

45.

46.

47.

48.

Electronics and Communication (ICOSEC) (pp. 414-418).
IEEE.

Hofer-Schmitz, K., & Stojanovi¢, B. (2020). Towards formal
verification of loT protocols: A Review. Computer
Networks, 174, 107233.

Hirakawa, R., Okumura, R., Mizutani, K., & Harada, H.
(2021, June). A novel routing method with load-balancing in
Wi-SUN FAN network. In 2021 IEEE 7th World Forum on
Internet of Things (WF-1oT) (pp. 362-367). IEEE.

loulianou, P. P., & Vassilakis, V. G. (2019, September).
Denial-of-service attacks and countermeasures in the RPL-
based Internet of Things. In International Workshop on the
Security of Industrial Control Systems and Cyber-Physical
Systems (pp.  374-390). Cham: Springer International
Publishing.

Khalifeh, A., Rajendiran, K., Darabkh, K. A., Khasawneh, A.
M., AIMomani, O., & Zinonos, Z. (2019). On the potential of
fuzzy logic for solving the challenges of cooperative multi-
robotic wireless sensor networks. Electronics, 8(12), 1513.

Kashiwagi, Y., Harada, H., Masaki, H., & Osumi, K. (2022,
September). Development of Evaluation Systems for Large-
Scale Wi-SUN FAN-Based loT Applications. In 2022 IEEE
33rd Annual International Symposium on Personal, Indoor
and Mobile Radio Communications (PIMRC) (pp. 1-6). IEEE.

Liu, J., Zhao, X., Qin, P., Geng, S., & Meng, S. (2021). Joint
dynamic task offloading and resource scheduling for WPT
enabled space-air-ground power Internet of Things. IEEE
Transactions on Network Science and Engineering, 9(2), 660-
677.

Li, Y., Wang, X., Gan, X., Jin, H,, Fu, L., & Wang, X. (2019).
Learning-aided  computation  offloading  for  trusted
collaborative mobile edge computing. IEEE Transactions on
Mobile Computing, 19(12), 2833-2849.

Mehta, R., Sahni, J., & Khanna, K. (2018). Internet of things:
Vision, applications and challenges. Procedia computer
science, 132, 1263-1269.

Michalski, A., & Watral, Z. (2021). Problems of powering
end devices in wireless networks of the internet of
things. Energies, 14(9), 2417.

Mili¢, D. C., Toli¢, 1. H., & Peko, M. (2020). Internet of
Things  (IoT) solutions in  smart transportation
management. Business Logistics in Modern Management.

Manowska, A., Wycisk, A., Nowrot, A., & Pielot, J. (2022).
The Use of the MQTT protocol in measurement, monitoring
and control systems as part of the implementation of energy
management systems. Electronics, 12(1), 17.

Mahbub, M. (2020). Progressive researches on 10T security:
An exhaustive analysis from the perspective of protocols,
vulnerabilities, and preemptive architectonics. Journal of
Network and Computer Applications, 168, 102761.

Musaddiq, A., Zikria, Y. B., Zulgarnain, & Kim, S. W.
(2020). Routing protocol for Low-Power and Lossy Networks
for heterogeneous traffic network. EURASIP Journal on
Wireless Communications and Networking, 2020, 1-23.



Siman Emmanuel; ISAR ] Sci Tech; Vol-2, Iss-5 (May- 2024): 42-51

49.

50.

51.

52.

53.

54.

55.

56.

57.

58.

59.

60.

Nikolov, N. (2020, September). Research of MQTT, CoAP,
HTTP and XMPP loT communication protocols for
embedded systems. In 2020 XXIX International Scientific
Conference Electronics (ET) (pp. 1-4). IEEE.

Oliveira, L., Rodrigues, J. J., Kozlov, S. A., Rabélo, R. A., &
Albuquerque, V. H. C. D. (2019). MAC layer protocols for
Internet of Things: A survey. Future Internet, 11(1), 16.

Pujol, V. C., & Dustdar,
understanding  the research
Computing, 25(5), 10-17.

S. (2021). Fog robotics—
challenges. IEEE Internet

Qadri, Y. A, Zulgarnain, Nauman, A., Musaddig, A., Garcia-
Villegas, E., & Kim, S. W. (2022). Preparing wi-fi 7 for
healthcare internet-of-things. Sensors, 22(16), 62009.

Qin, P., Fu, Y., Zhao, X., Wu, K., Liu, J., & Wang, M. (2022).
Optimal task offloading and resource allocation for C-NOMA
heterogeneous air-ground integrated power Internet of Things
networks. IEEE Transactions on Wireless
Communications, 21(11), 9276-9292.

Qiu, T., Chen, N., Li, K., Atiquzzaman, M., & Zhao, W.
(2018). How can heterogeneous internet of things build our
future: A survey. IEEE Communications Surveys &
Tutorials, 20(3), 2011-2027.

Shukla, S., Hassan, M. F., Khan, M. K., Jung, L. T., &
Awang, A. (2019). An analytical model to minimize the
latency in healthcare internet-of-things in fog computing
environment. PloS one, 14(11), e0224934.

Singh, R., & Gill, S. S. (2023). Edge Al: a survey. Internet of
Things and Cyber-Physical Systems, 3, 71-92.

Sun, L., Chen, Y., Cheng, Q., Zhu, B., Chen, C., & Hou, X.
(2021, August). Communication Application of Distributed
Energy Resources Monitoring System Based on XMPP.
In 2021 International Conference on Computer Engineering
and Artificial Intelligence (ICCEAI) (pp. 66-70). IEEE.

Sadeghi-Niaraki, A. (2023). Internet of Thing (IoT) review of
review: Bibliometric overview since its foundation. Future
Generation Computer Systems, 143, 361-377.

Tournier, J., Lesueur, F., Le Mouél, F., Guyon, L., & Ben-
Hassine, H. (2021). A survey of loT protocols and their
security issues through the lens of a generic loT
stack. Internet of Things, 16, 100264.

Tang, F., Hofner, H., Kato, N., Kaneko, K., Yamashita, Y., &
Hangai, M. (2021). A deep reinforcement learning-based
dynamic traffic offloading in space-air-ground integrated
networks (SAGIN). IEEE Journal on Selected Areas in
Communications, 40(1), 276-289.

51

61.

62.

63.

64.

65.

66.

67.

68.

69.

70.

71.

Tamboli, A. (2022). What we built and the takeaways.
In Build Your Own loT Platform: Develop a Flexible and
Scalable Internet of Things Platform (pp. 201-209). Berkeley,
CA: Apress.

Verma, D., Singh, K. R., Yadav, A. K., Nayak, V., Singh, J.,
Solanki, P. R., & Singh, R. P. (2022). Internet of things (IoT)
in nano-integrated wearable biosensor devices for healthcare
applications. Biosensors and Bioelectronics: X, 11, 100153.

Wytrebowicz, J., Cabaj, K., & Krawiec, J. (2021). Messaging
protocols for loT systems—A pragmatic
comparison. Sensors, 21(20), 6904.

Yang, Z., & Chang, C. H. (2019, February). 6LOWPAN
Overview and Implementations. In EWSN (pp. 357-361).

Ye, N., Yu, J., Wang, A., & Zhang, R. (2022). Help from
space: Grant-free massive access for satellite-based 10T in the
6G era. Digital Communications and Networks, 8(2), 215-
224,

Zhang, T., Shen, Z., Jin, J., Zheng, X., Tagami, A., & Cao, X.
(2020). Achieving democracy in edge intelligence: A fog-
based collaborative learning scheme. IEEE Internet of Things
Journal, 8(4), 2751-2761.

Zhang, Y., Yu, H., Zhou, W., & Man, M. (2022). Application
and research of loT architecture for End-Net-Cloud Edge
computing. Electronics, 12(1), 1.

Zhao, L., & Wang, G. (2020, September). Research Status of
6LOWPAN in the Field of Internet of Things. In 2020 5th
International Conference on Automation, Control and
Robotics Engineering (CACRE) (pp. 739-743). IEEE.

Zare, M., Sola, Y. E., & Hasanpour, H. (2023). Towards
distributed and autonomous loT service placement in fog
computing using asynchronous advantage actor-critic
algorithm. Journal of King Saud University-Computer and
Information Sciences, 35(1), 368-381.

Zhou, C., Wu, W., He, H., Yang, P., Lyu, F., Cheng, N., &
Shen, X. (2020). Deep reinforcement learning for delay-
oriented loT task scheduling in SAGIN. IEEE Transactions
on Wireless Communications, 20(2), 911-925.

Zhang, Z., Xiao, Y., Ma, Z., Xiao, M., Ding, Z., Lei, X,, ... &
Fan, P. (2019). 6G wireless networks: Vision, requirements,
architecture, and key technologies. IEEE vehicular technology
magazine, 14(3), 28-41.



