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Abstract: This paper presents Dynamic Consensus Optimization (DCO) that integrates online 

feedback-control framework that augments a Raft-based ordering service with real-time parameter 

adaptation. DCO continuously monitors transaction arrival rates, queue lengths, and network 

conditions, and dynamically tunes core Raft parameters such as batching size, election timeouts, and 

heartbeat intervals without compromising Raft’s safety guarantees. We apply DCO to a simulated 

healthcare environment, where IoT-enabled devices, sensors, and inter-institution data transfers 

generate highly variable workloads. The proposed approach yields several advantages. First, the 

blockchain layer sustains low confirmation latency as IoT workloads vary in volume and complexity 

across participating institutions. Second, the system scales more gracefully: as the number of member 

hospitals or patient records grows, DCO dynamically adjusts resources to maintain responsiveness 

without manual reconfiguration or centralized bottlenecks. Third, decentralization is reinforced 

through leadership rotation and distributed validation tasks, mitigating centralization of power and 

reducing single points of failure. By continuously balancing speed, scalability, and safety, DCO 

enables healthcare providers to adopt blockchain-enabled data sharing with stronger performance 

guarantees and fewer operational frictions. The paper also outlines a formal argument for safety 

preservation under dynamic parameter updates and presents an evaluation plan to quantify latency, 

throughput, scalability, and resilience under heterogeneous IoT workloads. 

Keywords: Dynamic Consensus Optimization; Raft-Based Ordering; Blockchain in Healthcare; IoT 

Workloads; Adaptive Parameter Tuning. 
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1.0 Introduction 

The deployment of distributed ledger technologies (DLTs) in 

healthcare ecosystems offers the promise of secure, auditable, and 

interoperable data sharing across multiple institutions. However, 

achieving low-latency transaction validation at scale, while 

preserving the strong consistency and safety guarantees inherent in 

traditional consensus protocols, remains a central challenge. 

Classic Raft-based ordering services provide strong safety and 

linearizability guarantees, but fixed-configuration parameters (e.g., 

batching size, election timeouts, and heartbeat intervals) can lead 

to suboptimal performance under dynamic workloads and 

heterogeneous network conditions. In healthcare consortia, where 

transaction arrivals are influenced by IoT-enabled medical devices, 

sensors, and inter-institutional data transfers, workload 

characteristics can vary widely across time and place. This 

variability frequently manifests as fluctuating arrival rates, 

evolving queue backlogs, and diverse network conditions, all of 

which can degrade confirmation latency and throughput if the 

consensus system cannot adapt in real time. To address latency, 

throughput, scalability, and safety concerns, we introduce Dynamic 

Consensus Optimization (DCO). DCO augments a Raft-based 

ordering service with an online feedback controller that 

continuously monitors key indicators consisting of transaction 

arrival rates, queue lengths, and network conditions and uses these 

observations to adjust core consensus parameters. Specifically, 

DCO modulates batching size, election timeouts, and heartbeat 

intervals in a manner that aims to minimize latency and maximize 

https://isarpublisher.com/journal/isarjmrs
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throughput while guaranteeing that Raft’s safety properties remain 

intact. This online, closed-loop control approach enables the 

system to respond to transient rise in load, bursts of IoT activity, or 

degraded network paths without sacrificing the formal guarantees 

that practitioners rely on for safety-critical healthcare data. 

1.1 Background of the Research 

Blockchain is a decentralized, shared ledger that ensures 

transparency, security, and immutability by utilizing cryptographic 

hashing and consensus rules. Since Bitcoin popularized it [1], [2], 

blockchain has evolved a lot and now supports platforms like 

Ethereum and Hyperledger [3], each offering its own strengths 

from decentralized control, stronger security and the thrilling 

potential for smart contracts [4]. The Internet of Things (IoT) has 

transformed healthcare by enabling remote monitoring, 

telemedicine, and the use of smart medical devices. Advances in 

sensors, wireless technology, and data analytics have driven this 

growth, with wearable health devices, connected equipment, and 

predictive analytics becoming more common to improve patient 

care and streamline operations. In healthcare, sharing data securely 

is essential for better patient outcomes and research, so strong 

security and privacy measures are critical to protect sensitive 

information, especially under regulations like HIPAA and GDPR 

[5]. However, healthcare data management faces real challenges of 

data silos and interoperability challenges that hinder seamless data 

exchange, and security concerns remain a constant risk for many 

organizations [6], [7]. Blockchain makes it possible to handle large 

amounts of data transparently without significant degradation, 

which is a big challenge for healthcare systems [8]. Integrating 

blockchain with IoT in healthcare offers a promising way to 

address these issues [9]. By providing secure, tamper-proof data 

sharing and stronger patient privacy through encryption and 

decentralized control, blockchain can support seamless data 

exchanges and better interoperability across different healthcare 

systems and devices [10], [11]. It also creates a transparent, 

auditable trail of data transactions, which helps build trust among 

stakeholders. This kind of integration could spur innovation in 

healthcare, improve the patient experience, and reduce costs, 

encouraging more exploration and adoption of blockchain for 

secure data sharing in healthcare IoT environments. The following 

contributions are as follows:: 

i. Introduced Dynamic Consensus Optimization (DCO) for 

real-time tuning of Raft consensus parameters. 

ii. Demonstrated that dynamic tuning preserves Raft’s 

safety and liveness guarantees. 

iii. Designed a scalable and decentralized healthcare 

consortium blockchain architecture. 

iv. Developed a comprehensive evaluation framework for 

healthcare IoT workloads. 

v. Achieved lower latency, higher throughput, and 

improved resource efficiency compared to static Raft. 

The remainder of the paper is organized as follows: Section 2 

reviews related work on blockchain, IoT, and healthcare data 

management, highlighting existing limitations and research gaps. 

Section 3 presents the research methodology, including the system 

model, Dynamic Consensus Optimization (DCO) design, 

simulation setup, and evaluation metrics. Section 4 details the 

DCO algorithm and its integration with the Raft-based consensus 

mechanism, along with safety and scalability analysis. Section 5 

discusses the experimental results and performance evaluation 

under varying healthcare IoT workloads. Finally, Section 6 

concludes the paper by summarizing key findings and outlining 

directions for future research. 

2. Literature Review 

The healthcare sector demands strong data integrity, traceability, 

access control, and privacy due to patient safety and regulatory 

requirements. Blockchain supports these needs through 

immutability, tamper-evident audit trails, and smart contracts for 

automated governance, consent, and access control, making it 

suitable for EHR management. However, healthcare environments 

face strict regulations (HIPAA, GDPR), interoperability 

challenges, real-time IoT data streams, and low-latency 

requirements, creating trade-offs between privacy, performance, 

and governance that necessitate careful blockchain design. 

Blockchain is a decentralized ledger secured by cryptography and 

consensus, enabling transparent, tamper-resistant transaction 

recording across nodes [12]. Public blockchains offer openness and 

decentralization but suffer from scalability and energy inefficiency 

due to PoW/PoS mechanisms [13]. In contrast, permissioned 

blockchains trade some decentralization for lower latency, higher 

throughput, and regulatory alignment [14], [15]. Smart contracts 

enable automated and auditable governance [16] but introduce 

security risks requiring formal verification [17], [18]. Hyperledger 

Fabric exemplifies permissioned design with modular components 

and Raft-based ordering, offering fine-grained access control and 

privacy features suitable for healthcare, though configuration 

complexity and latency trade-offs remain [19]–[21]. Healthcare 

blockchain platforms must balance privacy, interoperability, and 

timely data access. Sensitive health data require strong privacy and 

auditability [22], while care delivery depends on interoperability 

across EHR systems and devices [23]. Permissioned blockchains 

are often preferred due to controlled participation and regulatory 

governance [24]–[26], whereas permissionless platforms raise 

governance and compliance concerns, requiring off-chain storage 

and strict access controls [27]. Performance is critical in healthcare, 

where systems must handle routine EHR transactions, IoT-

generated bursts, and emergency spikes with low latency. 

Permissioned blockchains provide predictable performance but 

remain sensitive to policy design, data placement, and topology 

[28]. Permissionless platforms struggle with scalability and energy 

efficiency and rely heavily on off-chain and privacy-preserving 

techniques to protect PHI [29]. 

Privacy and access control further differentiate platforms. 

Hyperledger Fabric supports private data collections, channels, and 

fine-grained policies to minimize data exposure and ensure 

auditability. Permissionless systems often depend on cryptographic 

privacy mechanisms and off-chain storage, complicating 

governance and compliance [30]. Interoperability is shaped by 

alignment with standards such as HL7 FHIR [31], with limited 

support increasing integration overhead and latency [28]. Prior 

studies highlight governance challenges including multi-party 

administration, policy harmonization, onboarding complexity, and 

integration with legacy EHR systems. These findings emphasize 

the need for strong stakeholder coordination, data governance, and 

evaluation frameworks that assess both technical and clinical 
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impact [32]. EHR and IoT data management introduces challenges 

in governance, security, privacy, and interoperability [7]. The EHR 

lifecycle requires immutable records, strict access controls, and 

auditability [33], [34], while IoT devices generate continuous data 

streams that raise security risks such as impersonation, integrity 

breaches, and provenance issues [35].Blockchain-enabled EHR 

systems commonly combine on-chain metadata with off-chain data 

storage to balance scalability and integrity [30]. Access control 

often integrates RBAC and ABAC with private data collections 

[36], while patient-centric consent mechanisms support dynamic 

sharing preferences [37]. Privacy-preserving techniques such as 

zero-knowledge proofs and selective disclosure further reduce 

unnecessary data exposure [38]. Security relies on encryption, key 

management, and secure communication, while compliance with 

HIPAA and GDPR remains an evolving challenge [32]. The 

overarching goal is to ensure traceability and accountability 

without excessive PHI exposure [39]. Interoperability depends on 

adherence to standards like HL7 FHIR, though seamless 

integration across platforms remains difficult [40]. Dynamic 

Consensus Optimization (DCO) addresses performance bottlenecks 

caused by static Raft configurations in healthcare blockchains. 

Variable IoT workloads and demand spikes can increase latency 

and reduce throughput when consensus parameters are fixed [41], 

[42]. DCO introduces a feedback-driven mechanism that 

dynamically adjusts consensus settings based on real-time 

workload and network metrics, aligning with adaptive system 

design principles [43].Architecturally, DCO operates as a 

monitoring and control layer interfacing with Raft ordering 

services, enabling real-time parameter tuning while respecting 

governance and security constraints [44]. Expected benefits include 

improved performance, efficient resource utilization, and resilience 

in inter-hospital and cloud-edge deployments [45], [46]. However, 

challenges such as reconfiguration stability, security during 

adaptation, and rigorous validation remain critical [47]–[50]. 

Comprehensive evaluation must assess latency, throughput, 

leadership fairness, scalability, and fault tolerance under realistic 

conditions [51]. Therefore, the literature reveals limited work on 

automated, real-time consensus tuning in healthcare blockchains, 

highlighting the need for systematic evaluation of decentralization, 

performance, and regulatory compliance under dynamic 

configurations. 

3. Research Methodology  

The Dynamic Consensus Optimization (DCO) module is designed 

to smartly adjust consensus parameters like batch size, heartbeat 

interval, election timeout, and snapshot frequency based on the 

current load. This helps to reduce access “collisions,” which can 

lead to issues like transaction queue build-up, delays in 

committing, and unnecessary leader re-elections., validator (or 

leader) nodes monitor current workload and resource status, then 

adapt their local and cluster-wide parameters to maintain efficient 

transaction scheduling and block production as nodes join or leave 

and as traffic fluctuates. 

 

 

3.1 Research Design and Development 

 

Figure 1: Architecture of the Dynamic Consensus Optimization (DCO) Algorithm 
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The architecture is structured into four distinct vertical layers. At 

the top is the Application & IoT Layer, which includes clinician 

apps, EHR clients, and IoT gateways. This layer is responsible for 

generating encrypted EHR transactions that are then sent to the 

PPDE & Access-Control Smart Contracts where ECC, ZKPs, and 

token-based policies are enforced. Once validated, these 

transactions move into the DCO-enhanced Raft Consensus Layer, 

which consists of three collaborative components: the Monitoring 

Module that gathers workload and health metrics, the DCO 

Controller (Figure 1) that adjusts parameters like (b), (T_{hb}), 

(T_{elec}), and (f_{snap}), while also managing leadership 

rotation, and the Raft Runtime where leader and follower nodes 

carry out log replication and commit. A Consensus Parameter Store 

keeps track of current parameters and thresholds, feeding this 

information back into the Raft Runtime. After blocks are 

committed, they are recorded in the Ledger & Off-Chain EHR 

Storage layer, which contains the blockchain ledger, audit logs, and 

links to external EHR databases or IPFS. This setup illustrates how 

DCO optimizes consensus internally while keeping the PPDE logic 

and storage layers intact. 

 

Table 1 Simulation parameters and their values 

Parameter Value 

Blockchain platform Hyperledger Fabric 

Consensus mechanism Raft and DCO Algorithm 

Simulation tools MATLAB, Hyperledger Caliper 

Cryptographic techniques AES, Zero-Knowledge Proofs (ZKP) 

IoT device density 50, 100, 150, 200 devices 

Network load Low, Medium, High 

Transaction latency ≤ 500 ms 

Transaction throughput ≥ 1000 transactions per second 

Frequency band 5 GHz 

Energy efficiency Monitored across nodes 

Data storage IPFS (off-chain storage) 

Privacy metrics Compliance with GDPR and HIPAA 

Evaluation metrics Scalability, privacy, resilience 

Smart contract language Go (chaincode) 

Simulation time 60 minutes per scenario 

 

Table 1 summarizes the main settings used to evaluate our 

blockchain-enabled EHR system, utilizing DCO algorithm. We ran 

a permissioned network based on Hyperledger Fabric, with smart 

contracts written in Go and tested using Hyperledger Caliper. After 

each run, MATLAB was used to process the performance logs. For 

security, we use AES to keep data confidential and zero-knowledge 

proofs (ZKPs) to enable privacy-preserving authorization. Data 

objects stored off-chain in IPFS, while only data hashes and 

metadata are stored on-chain. To stress-test the workload, we 

varied the number of IoT devices from 50 to 200 and tested 

different network load levels (low, medium, high). We also fine-

tuned transactions arrival rate to observe if the system can sustain 

at least 1000 transactions per second, while keeping end-to-end 

latency under 500ms. Other factors, like the wireless frequency 

band, how many clients could run concurrently, and a 60-minute 

duration for each scenario, define the communication and timing 

context for each test. The evaluation metrics also assesses the 

privacy and resilience of the framework but with more focus on 

assessing how scalable and robust the integrated DCO algorithm 

performs. 

3.2 Simulation Evaluation 

The proposed DCO is evaluated through simulations that utilize a 

variety of performance metrics aimed at assessing the efficiency, 

responsiveness, and scalability of the blockchain-enabled EHR 

system captured in Table 3.1. 
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Table 3.2: Simulation Evaluation 

Metrics Summary 

Transaction throughput Number of app-level transactions recorded on the ledger in a time window. 

End-to-end transaction latency Time from a client submitting a request to its full commitment and visibility to authorized users. 

Successful access probability Fraction of requests completed correctly and policy-compliant out of all requests submitted. 

Leader change rate How often the consensus leader changes over time, signaling stability under varying workloads and faults. 

Packet Delivery Ratio (PDR) 
Proportion of PPDE messages delivered out of those sent, reflecting control-plane reliability for access 

decisions and tokens. 

Energy Efficiency Overhead from blockchain, DCO loops, especially on resource-limited IoT gateways. 

Resource Overhead (CPU and 

Bandwidth) 
Extra CPU and network traffic due to DCO’s monitoring and control versus static Raft. 

Decentralization Fairness 
Degree leadership time and committed blocks are fairly distributed among validators over a period. 

 

 

4. Dynamic Consensus Optimization (DCO) 

Algorithm 

The Dynamic Consensus Optimization (DCO) mechanism uses the 

Raft consensus algorithm to enhance transaction validation speed 

while ensuring scalability and decentralization. The DCO 

algorithm is presented to augment a Raft-based ordering service 

with an online feedback controller that constantly monitors 

transaction arrival rates, queue lengths, and network conditions. It 

then fine-tunes consensus parameters like batching size, election 

timeouts, and heartbeat intervals, all while upholding Raft’s safety 

guarantees. In a healthcare consortium, this approach enables the 

blockchain layer to maintain low confirmation latency even with 

varying IoT workloads, scale effectively with more participating 

institutions, and prevent centralization by rotating leadership and 

distributing validation tasks among nodes. 

4.1 Design Assumptions 

The following assumptions are made: 

i. The blockchain is permissioned, with validator nodes 

operated by trusted institutions (hospitals, regulators, 

insurance providers), and onboarding is governed by 

consortium policies defined in smart contracts (as 

introduced in earlier chapters).  

ii. The network is partially synchronous: after some 

unknown but finite time, message delays and clock 

skews are bounded, which is consistent with Raft’s 

original model. 

iii. All nodes execute authenticated, encrypted channels (e.g. 

TLS) and digitally sign consensus messages; therefore, 

Raft is primarily used to provide crash tolerance and 

ordering, while identity management and access control 

are handled by PPDE. A monitoring module can access 

local metrics (queue length, CPU load) and aggregate 

simple network statistics (round-trip times to peers) for 

use in DCO’s feedback logic. 

4.2 Raft-Based Consortium Blockchain Model 

4.2.1 Node Roles and Cluster Organization 

The consortium blockchain is modelled as a cluster of Raft nodes: 

a. Let 𝑉 = {𝑣1, 𝑣2, … , 𝑣∣𝑉∣}denote the set of validator nodes. 

b. At any term 𝜏, a single node 𝐿(𝜏) ∈ 𝑉acts as the leader, 

while the remaining nodes 𝐹(𝜏) = 𝑉 ∖ {𝐿(𝜏)}act as 

followers. 

Each node maintains an ordered log of entries; each log entry 

represents a block proposal containing a batch of EHR-related 

transactions (PPDE access requests, EHR updates, policy changes, 

etc.). 

Leader election, log replication, and commit follow standard Raft 

behavior: 

i. Clients (IoT gateways, application servers) send 

transactions to the current leader. 

ii. The leader groups pending transactions into a block 

candidate and appends a new log entry locally. 

iii. The leader sends AppendEntries RPCs to followers. 

iv. Once a majority of followers acknowledge the new entry, 

the block is considered committed and can be applied to 

the state machine (EHR access-control state, audit logs, 

sharing metadata). 

In a healthcare setting, the cluster may be logically partitioned into 

committees (e.g. per region or per set of collaborating hospitals), 

but within each committee the above Raft protocol governs 

ordering. DCO operates at the committee level. 

4.2.2 Transaction Flow under Baseline Raft 

Without optimization, the transaction path is: 

i. Transaction 𝑡𝑥 arrives at leader 𝐿(𝜏) and is placed into a 

FIFO queue 𝑄. 
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ii. Periodically (or when the queue reaches a fixed size), the 

leader forms a block 𝐵𝑘from the first 𝑏 transactions in 𝑄. 

iii. 𝐵𝑘 is appended as log entry 𝑒𝑘 and broadcast via 

AppendEntries. 

iv. When a majority of followers have appended 𝑒𝑘, the 

commit index advances; the block is then executed by 

PPDE on each node. 

In static configurations, the batch size 𝑏, election timeouts, and 

heartbeat intervals are fixed. As the arrival rate 𝜆𝑡𝑥 and network 

delay vary, this can lead to: 

i. Oversized batches and long waiting time in queue at low 

load, increasing latency. 

ii. Undersized batches at high load, increasing header 

overhead and network chatter, and reducing throughput. 

iii. Suboptimal election timeouts that cause unnecessary 

leader changes or slow failure detection. 

The DCO algorithm introduces adaptive control over these 

parameters. 

4.3 Dynamic Consensus Optimization Strategy 

DCO adds a feedback controller on top of Raft. This controller 

periodically samples local and aggregated metrics and applies 

simple control rules to adjust consensus parameters at runtime 

while respecting Raft’s safety constraints. 

i. Online Measurement of Workload and Health 

Let: 

● 𝜆𝑡𝑥(𝑡): estimated transaction arrival rate at time window 

𝑡(transactions per second). 

● 𝐿𝑞(𝑡): queue length at the leader (number of pending 

transactions). 

● 𝑇𝑐𝑜𝑚𝑚𝑖𝑡(𝑡): observed average commit latency over the 

last window (transaction per second). 

● 𝑈𝐶𝑃𝑈(𝑡): CPU utilization at the leader (percentage). 

● 𝑅𝑇𝑇𝑎𝑣𝑔(𝑡): average round-trip time for AppendEntries 

RPCs to a majority of followers. 

These metrics are computed over sliding windows (e.g. 1–5 

seconds) to smooth out transient fluctuations. 

ii. Adaptive Parameter Tuning 

DCO adjusts three main parameter groups: 

1. Block Batch Size 𝑏(𝑡) 

o At low load (𝜆𝑡𝑥(𝑡) small, 𝐿𝑞(𝑡)small), forming large 

blocks forces transactions to wait until the batch fills; 

DCO reduces 𝑏(𝑡)to lower waiting time. 

o At high load (𝐿𝑞(𝑡) large, 𝑇𝑐𝑜𝑚𝑚𝑖𝑡(𝑡)acceptable), DCO 

increases 𝑏(𝑡)to amortize consensus overhead over more 

transactions and increase throughput. 

 

 

A simple rule is: 

𝑏(𝑡 + 1) = {(𝑏𝑚𝑖𝑛, 𝑏(𝑡) − 𝛥𝑏)  𝑖𝑓 𝐿𝑞(𝑡) < 𝐿𝑙𝑜𝑤 ∧ 𝑇𝑐𝑜𝑚𝑚𝑖𝑡(𝑡)

> 𝑇𝑡𝑎𝑟𝑔𝑒𝑡 (𝑏𝑚𝑎𝑥, 𝑏(𝑡) + 𝛥𝑏)  𝑖𝑓 𝐿𝑞(𝑡)

> 𝐿ℎ𝑖𝑔ℎ ∧ 𝑇𝑐𝑜𝑚𝑚𝑖𝑡(𝑡)

< 𝑇𝑡𝑎𝑟𝑔𝑒𝑡 𝑏(𝑡) 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒     (4.11) 

where 𝐿𝑙𝑜𝑤and 𝐿ℎ𝑖𝑔ℎare queue thresholds, and 𝑇𝑡𝑎𝑟𝑔𝑒𝑡is the target 

commit latency. 

2. Heartbeat Interval and Election Timeouts 

o Heartbeat interval 𝑇ℎ𝑏(𝑡)controls how frequently the 

leader sends empty AppendEntries messages; election 

timeout 𝑇𝑒𝑙𝑒𝑐(𝑡)controls how long a follower waits 

before starting an election. 

o If 𝑅𝑇𝑇𝑎𝑣𝑔(𝑡)increases (network slower), DCO increases 

𝑇𝑒𝑙𝑒𝑐(𝑡) to avoid spurious elections; if 𝑅𝑇𝑇𝑎𝑣𝑔(𝑡)is low 

and 𝑇𝑐𝑜𝑚𝑚𝑖𝑡(𝑡)is high due to slow failure detection, 

DCO reduces 𝑇𝑒𝑙𝑒𝑐(𝑡). 

o Heartbeats can be made scanter at high load (to free 

resources) and denser when the system is idle to detect 

failures promptly. 

3. Dynamic Log Compaction and Snapshot Frequency 

o For scalability, Raft periodically takes snapshots and 

discards old log entries. DCO increases snapshot 

frequency when 𝑈𝐶𝑃𝑈(𝑡)and storage utilization remain 

below thresholds, but log size is growing rapidly, to curb 

disk growth and replay time. 

o When the system is under CPU pressure, snapshot 

frequency is reduced to avoid compaction overhead. 

These control rules are deliberately simple to keep DCO 

implementable on realistic healthcare infrastructure; more 

sophisticated controllers (PID, model-predictive control) could be 

explored in future work but are not required to demonstrate the 

core idea. 

4.4 Leadership Rotation and Decentralization 

To avoid de facto centralization, DCO incorporates a scheduled 

leadership rotation on top of Raft’s failure-driven elections: 

i. A rotation scheduler maintains a fair ordering of 

validator institutions, for example a weighted round-

robin over {𝑣1, … , 𝑣∣𝑉∣}. 

ii. At scheduled epochs (e.g. every 𝐾committed blocks or 

every 𝑇𝑟𝑜𝑡minutes), the current leader voluntarily steps 

down by incrementing the term and declining to stand as 

candidate; the next validator in the schedule becomes the 

preferred candidate. 

iii. Because Raft’s election mechanism still requires 

majority votes, malicious or misconfigured nodes cannot 

seize leadership unilaterally; however, over time, each 

institution operates as leader, thereby preserving 

decentralization and distributing performance 

responsibilities. 
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This rotation is coordinated via a Leadership Policy Smart Contract 

recorded on-chain, so that all participants can audit leadership 

history and ensure no single entity dominates the consensus layer. 

4.5 Latency and Throughput 

To reason about the effect of DCO on validation speed, the Raft-

based ordering service is approximated as a queueing system with 

batching. 

Let: 

● 𝜆𝑡𝑥: mean transaction arrival rate. 

● 𝑏: mean batch (block) size. 

● 𝜇𝑏𝑙𝑘: mean rate at which the leader can process and 

commit blocks (blocks per second), considering 

computation and log replication. 

The transaction throughput is approximately: 

𝛩 ≈ (𝜆𝑡𝑥 ,  𝑏 ⋅ 𝜇𝑏𝑙𝑘) .                         (4.12) 

The commit latency for a transaction can be decomposed as: 

𝑇𝑐𝑜𝑚𝑚𝑖𝑡 ≈ 𝑇𝑞𝑢𝑒𝑢𝑒 + 𝑇𝑏𝑎𝑡𝑐ℎ + 𝑇𝑟𝑒𝑝,                  (4.13) 

where: 

● 𝑇𝑞𝑢𝑒𝑢𝑒is the time that a transaction waits in the leader’s 

queue before being included in some batch. 

● 𝑇𝑏𝑎𝑡𝑐ℎis the time to fill a batch of size 𝑏 and form the 

block candidate. 

● 𝑇𝑟𝑒𝑝is the consensus replication time (leader append + 

majority follower replication + commit). 

Assuming Poisson arrivals and batch formation driven purely by 

queue size, a rough approximation for the batching component is: 

𝑇𝑏𝑎𝑡𝑐ℎ ≈
(0,  𝑏 − 1) 

𝜆𝑡𝑥
,                            (4.14) 

so large 𝑏 values impose a latency penalty at low 𝜆𝑡𝑥, while at high 

𝜆𝑡𝑥the penalty becomes negligible. 

The replication time 𝑇𝑟𝑒𝑝includes: 

● One round-trip from leader to a majority of followers and 

back: 

𝑇𝑟𝑒𝑝 ≈ 𝑅𝑇𝑇𝑚𝑎𝑗 + 𝑇𝑝𝑟𝑜𝑐 ,                   (4.15) 

where 𝑅𝑇𝑇𝑚𝑎𝑗is the average round-trip time to a majority quorum 

and 𝑇𝑝𝑟𝑜𝑐is local processing time (verification, disk I/O). 

DCO seeks parameter sets 

(𝑏, 𝑇ℎ𝑏, 𝑇𝑒𝑙𝑒𝑐 , 𝑠𝑛𝑎𝑝𝑠ℎ𝑜𝑡 𝑓𝑟𝑒𝑞𝑢𝑒𝑛𝑐𝑦)that approximately minimize 

𝑇𝑐𝑜𝑚𝑚𝑖𝑡under the constraints: 

● Safety constraint: majority quorum (at least ⌊∣ 𝑉 ∣/2⌋ +

1validators) must be maintained; DCO cannot change the 

quorum size without going through Raft’s 

reconfiguration protocol. 

● Resource constraints: 

𝑈𝐶𝑃𝑈 ≤ 𝑈𝑚𝑎𝑥, 𝐵𝑎𝑛𝑑𝑤𝑖𝑑𝑡ℎ 𝑢𝑠𝑎𝑔𝑒 ≤ 𝐵𝑚𝑎𝑥 .            (4.16) 

Rather than solving a global optimization problem, DCO uses local 

monotonic adjustments towards target regions where 𝑇𝑐𝑜𝑚𝑚𝑖𝑡 ≤

𝑇𝑡𝑎𝑟𝑔𝑒𝑡and 𝛩tracks 𝜆𝑡𝑥without backlog. The model above guides 

the choice of thresholds. 

4.6 Properties of DCO 

A. Safety Preservation 

Raft’s safety guarantees rest on two central invariants: 

i. Log Matching: If two nodes have the same log index 

and term, they store the same command at that index. 

ii. Leader Completeness: The leader for term 𝜏 has a log 

that contains all committed entries from terms < 𝜏. 

DCO does not alter: 

i. The definition of majority quorums. 

ii. The rules for accepting or rejecting AppendEntries and 

RequestVote messages. 

iii. The semantics of term numbers or log indices. 

Adjusting the batch size, heartbeat interval, timeouts, or snapshot 

frequency does not actually alter the core logic that decides which 

entries get committed. Leadership rotation happens through the 

usual Raft reconfiguration and term increments, making sure that 

no block gets committed without the approval of a majority of 

validators over consecutive terms. So, DCO keeps Raft’s safety 

intact as long as all changes are made through Raft’s established 

methods. 

B. Liveness under Partial Synchrony 

Under partial synchrony and assuming that a majority of validators 

remain correct and connected, Raft guarantees that some leader 

will eventually be elected and will make progress. DCO’s 

adjustments may lengthen or shorten timeouts, but they are 

constrained to remain within safe ranges: 

𝑇𝑒𝑙𝑒𝑐
𝑚𝑖𝑛 ≤ 𝑇𝑒𝑙𝑒𝑐(𝑡) ≤ 𝑇𝑒𝑙𝑒𝑐

𝑚𝑎𝑥, 𝑇ℎ𝑏
𝑚𝑖𝑛 ≤ 𝑇ℎ𝑏(𝑡) ≤ 𝑇ℎ𝑏

𝑚𝑎𝑥,            (4.17) 

chosen so that: 

● For the lower bound, the election timeout remains larger 

than realistic message delays to avoid continuous re-

elections. 

● For the upper bound, leaders are still detected as failed 

within a bounded time if they stop sending heartbeats. 

Provided these bounds are respected and the network eventually 

behaves synchronously, DCO maintains Raft’s liveness. 

C. Scalability and Decentralization 

In a healthcare consortium with ∣ 𝑉 ∣validators, the probability that 

a given institution 𝑣𝑖 acts as leader over a long period under DCO’s 

rotation schedule tends towards: 

𝑃𝑟 𝑃𝑟 (𝐿(𝜏) = 𝑣𝑖)  ≈
𝑤𝑖

∑𝑗 𝑤𝑗

,               (4.18) 

where 𝑤𝑖 is a configurable weight reflecting the institution’s 

capacity (e.g. hardware resources, regulatory role). In the simplest 
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case, 𝑤𝑖 = 1for all 𝑖, yielding near-uniform leader selection and 

thus decentralization over time. 

Scalability is addressed in two ways: 

● Vertical scalability: By tuning batch size and 

compaction frequency, DCO allows each Raft cluster to 

use available resources efficiently, supporting higher 

transaction rates before saturation. 

● Horizontal scalability: The same DCO logic can be 

instantiated on multiple Raft committees (e.g. regional 

groups of hospitals), with a higher-level cross-chain or 

relay mechanism to coordinate PPDE and EHR-sharing 

operations across committees, as introduced in the 

architectural chapter.  

 

 

Figure 2: Dynamic Consensus Optimization (DCO) 

 

The algorithm 1, defines a feedback controller that periodically 

adjusts Raft’s consensus parameters to keep the system running 

efficiently, even as the load changes, all while ensuring safety. 

During each control interval (Delta T), it checks several metrics: 

transaction arrival rate (lambda_{tx}), queue length (L_q), commit 

latency (T_{text{commit}}), CPU utilization (U_{text{CPU}}), 

average round-trip time (RTT), and log size. It then uses these 

insights to adjust four key settings: batch size (b), election timeout 

(T_{text{elec}}), heartbeat interval (T_{hb}), and snapshot 

frequency (f_{text{snap}}). If the queue is short but commit 

latency is higher than desired, the controller will reduce the batch 

size (down to (b_{min})) to speed up commits. Conversely, if the 

queue is long and commits are happening quickly, it will increase 

the batch size (up to (b_{max})) to boost throughput. If RTT rises 

significantly, to avoid spurious leader changes in a slower network, 

and shortened (towards (T_{text{elec}}^{min})) when RTT is low 

but commit latency is dominated by failure detection, so leadership 

changes are detected more quickly. The heartbeat interval is 

relaxed (increased to a larger (T_{hb})) when CPU load exceeds 

(U_{max}) to reduce heartbeat overhead, while it is tightened 

(decreased to a smaller (T_{hb}), with a minimum of 

(T_{hb}^{min})) when CPU usage is light but failures are 
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frequent, allowing for faster detection. Lastly, the snapshot 

frequency is increased when the log grows beyond a threshold and 

spare CPU is available, to keep log size under control, and 

decreased when CPU is already high to avoid extra load; the 

updated parameters are then applied back to the Raft runtime, and 

the loop repeats, giving a closed-loop, measurement-driven 

consensus optimization instead of a static one-size-fits-all 

configuration. 

 

Algorithm 1: Dynamic Consensus Optimization (DCO) 

Input: 

● Current consensus parameters: 𝑏, 𝑇ℎ𝑏 , 𝑇𝑒𝑙𝑒𝑐 , 𝑓𝑠𝑛𝑎𝑝 

● Thresholds: 𝐿𝑙𝑜𝑤 , 𝐿ℎ𝑖𝑔ℎ , 𝑇𝑡𝑎𝑟𝑔𝑒𝑡 , 𝑈𝑚𝑎𝑥 , 𝑇𝑒𝑙𝑒𝑐
𝑚𝑖𝑛 , 𝑇𝑒𝑙𝑒𝑐

𝑚𝑎𝑥 

● Step sizes: 𝛥𝑏 , 𝛥ℎ𝑏 , 𝛥𝑒𝑙𝑒𝑐  

Output: 

● Updated consensus parameters 

1: loop every control interval 𝛥𝑇do 

2:  Measure 𝜆𝑡𝑥, 𝐿𝑞 , 𝑇𝑐𝑜𝑚𝑚𝑖𝑡 , 𝑈𝐶𝑃𝑈 , 𝑅𝑇𝑇𝑎𝑣𝑔 ,log size 

3: /* Adjust batch size / 

4: if 𝐿𝑞 < 𝐿𝑙𝑜𝑤and 𝑇𝑐𝑜𝑚𝑚𝑖𝑡 > 𝑇𝑡𝑎𝑟𝑔𝑒𝑡then 

5:  𝑏 ← 𝑚𝑎𝑥 (𝑏𝑚𝑖𝑛 ,  𝑏 − 𝛥𝑏) 

6: else if 𝐿𝑞 > 𝐿ℎ𝑖𝑔ℎand 𝑇𝑐𝑜𝑚𝑚𝑖𝑡 < 𝑇𝑡𝑎𝑟𝑔𝑒𝑡then 

7:  𝑏 ← 𝑚𝑖𝑛 (𝑏𝑚𝑎𝑥 ,  𝑏 + 𝛥𝑏) 

8: end if 

9: / Adjust election timeout based on RTT / 

10: if 𝑅𝑇𝑇𝑎𝑣𝑔increases significantly then 

11:  𝑇𝑒𝑙𝑒𝑐 ← 𝑚𝑖𝑛 (𝑇𝑒𝑙𝑒𝑐
𝑚𝑎𝑥 ,  𝑇𝑒𝑙𝑒𝑐 + 𝛥𝑒𝑙𝑒𝑐) 

12: else if 𝑅𝑇𝑇𝑎𝑣𝑔is low and 𝑇𝑐𝑜𝑚𝑚𝑖𝑡dominated by failure detection then 

13:  𝑇𝑒𝑙𝑒𝑐 ← 𝑚𝑎𝑥 (𝑇𝑒𝑙𝑒𝑐
𝑚𝑖𝑛 ,  𝑇𝑒𝑙𝑒𝑐 − 𝛥𝑒𝑙𝑒𝑐) 

14: end if 

15: / Adjust heartbeat interval to balance responsiveness and overhead / 

16: if 𝑈𝐶𝑃𝑈 > 𝑈𝑚𝑎𝑥then 

17:  𝑇ℎ𝑏 ← 𝑇ℎ𝑏 + 𝛥ℎ𝑏 // fewer heartbeats 

18: else if 𝑈𝐶𝑃𝑈 ≪ 𝑈𝑚𝑎𝑥and frequent failures observed then 

19:  𝑇ℎ𝑏 ← 𝑚𝑎𝑥 (𝑇ℎ𝑏
𝑚𝑖𝑛 ,  𝑇ℎ𝑏 − 𝛥ℎ𝑏) 

20: end if 

21: / Adjust snapshot frequency based on log growth */ 

22: if log size exceeds threshold and 𝑈𝐶𝑃𝑈 < 𝑈𝑚𝑎𝑥then 

23:  Increase 𝑓𝑠𝑛𝑎𝑝(more frequent snapshots) 

24: else if 𝑈𝐶𝑃𝑈high then 

25:  Decrease 𝑓𝑠𝑛𝑎𝑝(less frequent snapshots) 

26: end if 

27: Apply updated parameters to Raft runtime 

28: end loop 

 

Leadership rotation is handled by a higher-level scheduler: When 

the number of committed blocks since the last rotation goes beyond 

a certain threshold K, or if the wall-clock time surpasses T_rot, the 

leader initiates a voluntary step-down. This is done by starting a 

controlled reconfiguration to designate the next validator in line as 

the preferred candidate for the upcoming term. The process follows 

Raft’s standard joint-consensus protocol to prevent partitions and 

ensure safety. 

4.7 Performance Evaluation 

This section takes a closer look at the Dynamic Consensus 

Optimization (DCO) algorithm, comparing it to a standard static 

Raft configuration. The study is particularly interested in how it 

affects transaction validation speed, scalability, and 

decentralization within the consortium healthcare blockchain. The 

focus here is solely on the consensus layer, with the assumption 

that the PPDE and EHR-sharing logic remain the same across all 

scenarios. This way, any differences we observe can be attributed 

to the tuning of the consensus itself. 
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Figure 3: Average Commit Latency vs Transaction Arrival Rate 

Figure 3, commit latency versus transaction arrival rate for Static Raft and DCO-Enhanced Raft under low (≈200 tx/s), medium (≈500 tx/s), and 

high (≈800 tx/s) workloads. Across all three arrival rates, the DCO-Enhanced configuration consistently commits transactions faster than Static 

Raft, with the gap widening at higher loads, indicating that dynamic tuning of batch size and timing parameters allows DCO to control queueing 

delay and replication time more effectively and keep latency closer to clinical requirements even when the system is stressed. 

 

 

Figure 4: CPU Utilization and Bandwidth Overhead (as % of capacity) 

Figure 4, CPU utilization and bandwidth overhead for Static Raft and DCO-Enhanced Raft, expressed as a percentage of node and link capacity. 

Compared with Static Raft, the DCO-Enhanced configuration shows lower average CPU load and link occupancy, because adaptive tuning of 

batch size, timeouts, and heartbeat intervals suppresses redundant messaging and processing. Thus, the additional monitoring and control logic 

does not impose a heavy overhead; instead, it yields a net gain in resource efficiency while still supporting the consensus performance 

improvements. 

 

 

Figure 5: Consensus Throughput vs Transaction Arrival Rate 
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Figure 5, consensus throughput versus transaction arrival rate for Static Raft and DCO-Enhanced Raft under low (≈200 tx/s), medium (≈500 

tx/s), and high (≈800 tx/s) workloads. At all arrival rates, the DCO-Enhanced configuration commits more transactions per second than Static 

Raft, with the gap widening at 500 and 800 tx/s. By adaptively tuning batch size and timing parameters, DCO uses CPU and network capacity 

more efficiently, so throughput continues to increase with load instead of saturating early as in the static configuration. 

 

 

Figure 6: Leadership share per validator over time 

Figure 6, leadership share per validator over time under the DCO-Enhanced Raft configuration. The percentage of Raft leadership terms held by 

each validator stays within a narrow band across successive epochs and drifts toward comparable shares, indicating that leadership rotates 

instead of concentrating on a single node. Small deviations reflect transient load and availability differences, but no validator persistently 

dominates the cluster. This pattern suggests that DCO’s leadership scheduling preserves decentralization while still supporting the consensus 

performance gains. 

 

Conclusion 

This research presented the Dynamic Consensus Optimization 

(DCO) algorithm as an enhancement to Raft for ordering PPDE 

and EHR-sharing transactions in a permissioned healthcare 

consortium blockchain. The design goals were to minimize commit 

latency, sustain high throughput under variable IoT-driven load, 

preserve Raft’s safety and strong consistency guarantees, maintain 

decentralization via scheduled leadership rotation, and keep CPU, 

bandwidth, and storage overhead within realistic bounds. To this 

end, the Raft-based consortium model was formalized and a 

feedback-driven tuning strategy introduced, in which the leader 

periodically samples workload and health metrics and adjusts batch 

size, heartbeat interval, election timeout, and snapshot frequency 

within pre-defined safe ranges. A mathematical sketch linked these 

parameters to latency and throughput, while Algorithm 4.2 

specified the DCO controller as a periodic control loop driven by 

queue length, commit delay, CPU utilization, network RTT, and 

log growth. Theoretical arguments showed that DCO leaves Raft’s 

quorum rules and log semantics unchanged, thereby preserving 

safety and liveness, and that committee-level deployment with 

explicit leadership rotation supports decentralization across 

institutions. Simulation results on synthetic healthcare workloads 

further indicated that DCO-Enhanced Raft can reduce commit 

latency, increase sustainable throughput, and improve resource 

efficiency without observable safety violations, although validation 

on production-grade hospital deployments remains a subject for 

future work. Within the overall framework, DCO supports PPDE 

and the blockchain-based EHR-sharing architecture by ensuring 

that secure access-control and data-sharing transactions are 

committed with bounded delay under fluctuating IoT and network 

conditions, thus operationalizing the second objective of this 

research. 
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